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1. INTRODUCTION

The Data Protection Act, 2019 is intended to protect individuals from unwanted or harmful
uses of personal data so that their personal privacy is protected. It regulates the way in which
organisations collect, use, disclose and destroy information about individuals to ensure that
they do so in a responsible and accountable manner.

AAR Insurance Kenya (Ltd) (“AIK”) collects personal information to effectively carry out its
business functions and activities. Such data is collected from employees, customers,
suppliers, and includes (but is not limited to) names, telephone numbers, addresses, email
addresses, |IP addresses, identification numbers, private and confidential information,
sensitive information, and bank/credit card details. AIK has developed policies, procedures,
controls, and measures to ensure maximum and continued compliance with the data
protection law.

2. PURPOSE OF THIS POLICY
This Policy and Procedures Manual is intended to ensure that:

a) All personal data processing carried out by, or on behalf of, AIK complies with the requires
of the Data Protection Act, 2019.

b) The personal data rights of customers, staff, intermediaries, suppliers, directors,
shareholders, and any other individual are duly protected.

3. SCOPE OF THIS POLICY

This Manual applies to all employees of AIK (meaning permanent, fixed-term and temporary
employees, any third-party representatives or consultants, agency workers volunteers, and
interns and pertains to the processing of personal information.

4. REFERENCES

This Policy should be read in conjunction with the regulations and policies and procedures
in force from time to time, including without limitation to AIK’s:

a) HR Policy and Procedure Manual

b) IT and communications systems policy.
c) IT acceptable use policy.

d) Data retention and disposal policy

e) Data protection procedures

5. DEFINITIONS

| Means any manifestation of express, unequivocal, free, specific, and informed
| indication of the data subject’'s wishes by a statement or by a clear affirmative
| action, signifying agreement to the processing of personal data relating to the
| Data Subject.

- | Means an organisation that has full authority to decide how and why personal
| data is to be processed and has the overall responsibility for the data. This
| includes deciding on use storage and deletion of the data

| Means an individual who is the subject of personal data. It includes
| shareholders, directors, employees, consultants, suppliers, agents

Subject”
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_“Data -

| A person nominated by the president (with the approval of the national

Controller” Assembly) to oversee the implementation of and is responsible for the
. o | enforcement of the Data Protection Act, 2019.

Data L means'the Regulator appointed pursqant to thg p_rovi_sions of the Data

ComMiQS'iOner Protection Act, 2019 and whose main responsibility is to oversee the

a o implementation and enforcement of the Data Protection Act.

"‘Data | This is an assessment done prior to rolling out any new process, system or

Protectlon | policy relating to Personal Data that may impact a Data Subject’s rights and

Impact | freedoms. The Data Protection Impact Assessment is descnbed in more detail
in Clause 8 of this Policy. :

Assessment”

-,Dlrect ;
Marketlng

| Refers to communication by whatever means of any advertlsmg or marketing

material, which is directed to individuals, which includes sending a catalogue
addressed to a subject through any medium, displaying an advertisement on an
online media site a data subject is logged on using their personal data, including

| data collected by cookies. Relating to a website, it includes the data subject has
| viewed or sending an electronic message to a data subject about a sale or other

advertising material relating to a sale. Using personal data provided by the data
subject.

| Data protection by design means embedding data privacy features and data

Protec lon,by
Design and by'

| privacy enhancing technologies directly into the design of projects at an early
| stage.

| Data Protection by default means that user service setting must be automatically
| data protection friendly and that only data which is necessary for each specific
| purpose should be gathered.

| means information relating to an identified or identifiable individual/person. An

_W“Personal
’;:;Data” .

| identifiable individual is one who can be identified directly or indirectly in

particular reference to an identifier such as a name, identification number,

| location data, an online identifier or to one or more factors specific to physical,

physiological, genetic, mental, economic, cultural, or social identity of that
natural person.

‘ “Personal
V,Data Breach” .

| means a breach of security leading to the accidental or unlawful destruction,
| loss, alteration, unauthorised disclosure of, or access to personal data
| transmitted, stored or otherwise processed.

SSlng”

Any action taken with personal data.

It includes collection, use, storage,

| disclosure, destruction, or retention of data.

':»“Sensmve
;Personal

Means information revealing a person’s race, health status, ethnic social origin,

conscience, belief, generic data, biometric data, property details, marital status,
| family details.

6. ROLES AND RESPONSIBILITIES

- The Board of Directors is ultimately responsibility for ensuring that AIK
complies with the Data Protection Act.
Board shall exercise oversight to ensure that well designed pohcnes and
procedures and adequate risk mitigation practices are in place for the
effective management of data protection and privacy obligations
'Regularly receive reports from the Data Protection Officer through the ARCC
on a quarterly basis and taking necessary decnsmns requured to protect data
~ subjects’ privacy.
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Design and implement effective internal controls to ensures compliance to
data protection laws and data subjects information is protected.
- Ensuring that this policy is implemented in letter and spirit.
= Provide adequate resources and training to staff for the |mplementatlon of
~ this policy. :
= The data protection officer is lnformed of any breaches to this policy in time
for investigation and remediation

he Data Protection Officer (DPO) is responSIble for AlK’s Day to day compliance

with the Data Protection Act. In partlcular the Data Protection Offlcer has the
ollowing responsrbllltles -

to act as a central authority for the |mplementatlon of AlK’s Data Prlvacy

Program. '

to develop and maintain AIK S Data Protectlon policy and procedures.

- to monitor AlK’s compliance with the Data Protection Act 2019 and any other

~ provisions of the law relating to data protection.

to conduct Data Protection Impact Protection Assessments relatlve to AIK’

‘activities, measures, projects, programs, or systems.

to advrse AIK regarding the exercise by Data Subjects of their rlghts

~to cultivate awareness of privacy and data protection regulations within the

v _Company, including this policy, the Data Protection Act 2019 and its

'Regulations and any other government issuances on data privacy. ,

to serve as AIK’s contact person vis-a-vis Data Subjects, the Data

. Incorporate compliance testing in their normal audit program.

~ Report on results of the independent testlng to the Board

;% Throughout the course of working, AIK employees dependlng on thelr roles may|

‘ dlrectors shareholders, or any other individuals. An employee is requrred

a) to abide by and follow the rules and gurdellnes contained in this Policy and
any other data protectlon policies or rules that may be issued from time to
time -
to access or process personal data onIy where it i lS requlred as part of your; -‘
role.
to complete relevant data protectlon tralnlng, approprlate to your role
to follow advice, guidance and tools/methods lssued from t|me to tlme on
data protectlon compllance = ‘

to identify new systems, processes (|nclud|ng changes to eX|stlng
processes) contracts, agreements and other activities Jinvolving personal
data that may require Data Protection Impact Assessments and
cooperating with the Data Protection Officer or any advisors to support an
assessment and lmplementatlon of recommendatlons to address risks as_ .
approprlate o
when processrng personal data on behalf of AIK to only use it as
necessary for your role and not disclosing it unnecessarlly or
inappropriately. '
to recognise, report lnternally, and cooperate ‘with any remedlal work
arising from personal data breaches .
to recognlse report lnternally and cooperate W|th the fult" lment of data
subject rights, requests when requested to do so by the Data Protection
Officer. .
to ensure that. anv personal mformatlon provided to AlK in connectlon with
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7. DATA PROTECTION PRINCIPLES

All employees of AAR shall apply the following principles when processing personal data: -

7.1 Respect to Privacy; - All personal data processing activities shall be geared
towards respecting an individual’s right to privacy.

7.2 Lawfulness, fairness, and transparency — Personal data shall be processed
lawfully, fairly and in a transparent manner in relation to the data subject. In this
regards: -

a) Lawful: (see section 7.2.1 on lawful grounds) ;

b) Transparency: - AlK shall provide information to data subjects concerning how their
personal data is process by way of privacy policies at the point of collection of the
data. AIK shall provide this information in clear and plain language and easily
accessible to the data subjects.

c) Fairness: - AIK shall handle person data in a way that the data subject would
reasonably expect AIK to. In this regards, shall AIK endeavour to:

i. grant data subjects the highest degree of autonomy with respect to control
over their personal data.

i. enable data subjects to exercise and communicate their rights.

ii. eliminate discrimination against a data subject

iv.  guard against the exploitation of the needs or vulnerabilities of a data subject
such as a child.

v. incorporate human intervention and to minimise biases that automated
decision-making processes may create

7.3 Data Minimisation: - AIK shall process minimum personal data that is adequate,
relevant, and limited to what is necessary in relation to the purposes for which the
data was collected. The guiding question to an employee is:

a) why do | need this information?

b) how is this data relevant to the processing in question?

c) doineed to pseudonymise/anonymise personal data that is no longer necessary?
how can i achieve this?

d) what technologies can we adopt to achieve data minimisation?

7.4 Purpose Limitation: - AIK shall process personal data for explicit, specified, and
legitimate purposes and not further processed in a manner that is incompatible with
those purposes.

e Before AIK processes any personal data, employees shall
a) be clear on why they are collecting personal data and what it shall be used for.
b) communicate or confirm that they have communicated to the data subject, through
a privacy policy, the reasons why they need the data.

c) use personal data only for what has been specified/communicated to the data
subject.

7.5 Valid Explanations for family information: - AIK shall collect personal data
relating to an individual's famlly or private affairs only where a valid explanation is
provided.

7.6 Accuracy: - AlK shall keep an accurate, and where necessary, up to date,
personal data records. In this regard, AIK shall: -
a) ensure that any inaccurate record of personal data is erased or rectified.
b) Data subjects shall periodically be reviewed to confirm their data is accurate and
up to date.
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19. ANNEX A: ACKNOWLEDGEMENT OF RECEIPT AND REVIEW

I, acknowledge that on this day of | received and
read a copy of the AlIK’s Data Protection Policy dated and understand that | am
responsible for knowing and abiding by its terms. | understand that the information in this Data
Protection Policy is intended to help Company Personnel work together effectively on assigned job
responsibilities and assist in the use and protection of Personal Data. | understand that this Data
Protection Policy does not set terms or conditions of employment or form part of an employment
contract.
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